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The paper proposes an approach to processing information flows under the
monitoring and control of smart grid regimes, based on the creation of a new
information technology infrastructure (IT infrastructure) under the automated
control of intelligent energy systems, designed to process the information flows and
improve their quality. A two level information technology is offered to support
decision making in controlling smart grid regimes. This technology integrates
intelligent tools for situation analysis and software systems for modeling and regime
control. The use of IT infrastructure allows to create a single information space,
including data and knowledge as well as a set of mathematical models and methods
for solving electrical power engineering problems under the active adaptive
management.
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OBPABOTKA HTHO®OPMAIINMOHHBLIX ITOTOKOB IIPA
MOHUTOPHUHIE U YIIPABJIEHUU PEXKUMAMM YMHOM CETH

B craTthe npennaraetcs noaxoa Kk 00padoTke nHOOPMAITMOHHBIX TOTOKOB IIPH
MOHHUTOPHHIC U YIIPABJICHUHU PCKUMAMHU yMHOﬁ CCTH, OCHOBAHHBIA Ha CO31aHNHu
HOBOU uH(OPMaIIMOHHON TEXHOJIOTUYECKOU MH(DPaCTPYKTYpPBI (IT-
UHOPACTPYKTYPhI) TMOJ AaBTOMATH3UPOBAHHBIM KOHTPOJIEM HHTEIJIEKTYaIbHBIX
HPHEPreTUYECKUX CUCTEM, MpeAHa3HAYEHHOW aJii 0O0pabOTKM MH(OpPMAMOHHBIX
IIOTOKOB W  yIydllleHUWs uX KadecrtBa. llpemmaraercs  OBYXypOBHEBas
uH(OpMAITMOHHAS TEXHOJIOTHUS JUTsl TIOJJEPKKN IPUHSITHUS PEIICHUN B YITPaBICHUN
PCKUMaAMH YMHOﬁ CEeTU. JTa TEXHOJIOTHUS HHTCTPUPYECT HHTCIUICKTYAJIIbHBIC
HHCTPYMCHTBI JUJII adHAJIWM3a CHTyallunu W  IIPOrpaMMHBIC CUCTCMBbI JIA

MOJICIUPOBAaHUSI W KOHTpoJsia pexuma. Hcnonb3zoBanue [T-unpacTpykTypsl
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IO3BOJISIET CO3AaTh €AMHOE MH(OPMAIMOHHOE IPOCTPAHCTBO, BKJIIOYAIOLIEE
JaHHBbIE M 3HAHMS, a TaKkkKe Ha0Op MaTeMaTHMYeCKHUX MOJeNied M METOAOB Jis
pelieHns npooJeM 3JIEKTPOIHEPTETUKH ITOJT AKTUBHBIM a/IalITUBHBIM YIIPAaBICHUEM.

KiroueBbie cJjioBa: WHTEIUIEKTyallbHAsE JHeprerndeckas cucrema; [T-
uHppacTpyKTypa; MH(HOPMALMOHHBIN TOTOK; KOHTPOJIb PEKMUMA; MOJEIIN; KAYUECTBO

nHpopMaruu.

Currently, there is an active development of a direction in the world called
Smart Grid (intelligent energy systems or intelligent electrical networks) - electrical
energy systems using new technologies in both power equipment and information
technology, aimed at improving technical and economic performance. The focus of
specialists is primarily on improving the technological infrastructure of the energy
sector, without which the implementation of modern information technologies is
impossible. At the same time, the development of a methodology and new
information and telecommunication technologies is necessary, which should become
the basis for smart [8] energy systems. The paper proposes an approach to processing
information flows in the monitoring and management of modes of intelligent energy
systems, which involves the integration of information and mathematical
technologies and the use of international data standards.

The challenges of creating a Smart Grid. Smart Grid includes all the main
traditional components of power systems: generation, transmission and conversion
of electrical energy, as well as consumers, but with a qualitatively new technological
level and characterized by close interconnection. Smart Grid should provide an
increase in the reliability and cost-effectiveness of electricity production based on
the use of modern high-intelligence means of control and management, integration
of renewable energy sources, as well as distributed generation and energy storage,
large-scale monitoring of modes and their management using new tools and
technologies [1].

The common problems of creating intelligent energy systems (IES) from the

perspective of information and communication technologies are as follows: 1) the
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need to develop information and communication technologies that allow for the
creation of qualitatively new monitoring and control systems for energy systems; 2)
a limited range of offerings in this segment from IT vendors: solutions from foreign
developers are quite expensive, there are not enough high-quality domestic
developments, or they simply do not exist. In addition, reliance on foreign
developers is not welcomed, as dependence on foreign firms is one of the threats to
the cybersecurity of IES [2].

At the current stage of electrification system intelligence, the most important
issues are the development of information technology infrastructure (IT
infrastructure) in the automated control systems (ACS), ensuring the construction of
a multi-level management system that takes into account the reliability, economy,
and efficiency of power system operation. In addition, the implementation of new
systems for collecting, transmitting, and processing streams of information will
require the development of technologies and methods for modeling the processes
and events under study when managing the power system. Therefore, the following
tasks become relevant: 1) collection, transmission, and processing of data streams;
2) development of new generation software complexes (distributed, exchanging
information or using common information resources); 3) development of intelligent
decision support components for power system operation [3].

IT infrastructure for power systems. To create and develop power systems,
based on the experience of the Institute of Energy Systems named after
Chernyshevsky of the Siberian Branch of the Russian Academy of Sciences [4-5], it
IS proposed to identify the following main components in the IT infrastructure:
intelligent infrastructure; information infrastructure; computing infrastructure;
telecommunications infrastructure. The telecommunications infrastructure is built
on generally accepted principles (for example, similar to the telecommunications
infrastructure of the data transmission network of the Siberian Branch of the Russian
Academy of Sciences), taking into account the requirements of computer and
information security. The intelligent infrastructure includes intelligent components

(for example, the aforementioned intelligent decision support components for power
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system operation). The information infrastructure includes technologies and tools
for describing, storing and processing data. The core of the information
infrastructure is the Repository, which stores metadata (descriptions of data flows,
databases, data models, etc.). The computing infrastructure integrates software
complexes (for example, for modeling [14] and managing power system operation).
Automated energy management systems can also be classified under this
infrastructure.

"The elements of the IT infrastructure of dispatch control include:

Information collection and transmission system (ICTS);

Dispatch and technological management communication network;

Supervisory Control and Data Acquisition System (SCADA)[7];

Common Information Model (CIM);

Information display system;

Energy Management System (EMS);

Market Management System (MMS);

Transmission and Distribution Management System (DMS)."

The proposed approach to processing information flows for monitoring
and managing modes of power systems IES.

The term "information flow" refers to the set of measured process variables
over a certain period of time [6]. When monitoring and automating the modes of the
power system, analysis and processing of information flows are essential.

The CEP (Complex Event Processing) model [9] is proposed to be used for
real-time processing of a set of events from various sources (event streams) with the
aim of detecting significant events based on one or several event streams, or
identifying a series of events over a certain period of time. The CIM (Common
Information Model) model, based on the ODM and CIM data formats, allows
building models of any complexity, which can then be converted into any well-
known energy data format or into any new data format using additionally connected
modules. ODM (Open Model for Exchanging Power System Simulation Data) is an

open model for exchanging data in power system modeling [14]. ODM is an
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international open data exchange standard for modeling and calculating energy
systems, supporting dynamic calculations [10-11].

From the above, it is evident that there is a need for real-time processing of
large volumes of information of varying quality and the formation of such
information flows that would ensure the required accuracy of solving operational
tasks. The scheme of processing information flows during monitoring and control of
modes in IES (Integrated Energy System) is presented in Fig. 1.

Two-level technology for decision support in managing operating modes in
Integrated Energy Systems.

The proposed two-level information technology, shown in Fig. 2, in which:

e on the first (upper) level, using intelligent technologies, a qualitative
analysis of situations arising in the IES (Integrated Energy System) will
be performed,;

e on the second level, using adapted software complexes, numerical
calculations are carried out for situations determined with consideration

of the qualitative analysis results.
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General scheme of information processing flows in monitoring and management of
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Fig. 2. Two-level decision support information technology for managing
modes in the Integrated Energy System (IES)

As intellectual decision-making support technologies at the qualitative
analysis stage, it is proposed to primarily use ontological, cognitive, and event
modeling technologies (these technologies have been tested in the Energy Systems
Institute of the Russian Academy of Sciences for energy security research, scientific
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prototypes of instrumental tools are available, integrated within the intellectual IT
environment) [12-13]. In the future, intelligent technologies can be supplemented
with artificial neural network technologies, fuzzy sets, genetic algorithms, and
wavelet analysis, depending on the properties of information flows [14].

Classification of information and mathematical models for its
description.

Information on the parameters of the mode is divided in [6] into 4 groups:
deterministic, probabilistic, fuzzy, and interval-based — for the possible application
of various mathematical models under the conditions of active-adaptive control of
the power system (Fig. 3). Deterministic information is based on regular cause-and-
effect relationships and is conditioned by numerically unambiguous assignments of
equipment types, their composition, and nominal parameters. Probabilistic
information describes the stochastic nature of mode parameter changes, as well as
the set of network elements corresponding to a given mode. Fuzzy information — the
values of mode parameters are described by membership functions of a fuzzy subset
of their variation. Interval information is typical for cases when only an approximate
range of mode parameter changes is known, formed by their minimum and
maximum possible values.

As an example, the technology for improving the quality of information flows
based on fuzzy set theory is considered (Fig. 4).

The quality of measurement information is determined using a quality
criterion [4]. To do this, the entire information base is represented in the form of four
sets:"

A— the set of reliable values;

A, the set corresponding to the full volume of information;

Ay — the set corresponding to an incomplete volume of information;
Ay — the set of unreliable values.

To determine the completeness and reliability of information, ensuring the
required accuracy of mode management tasks, a threshold level a is introduced for
fuzzy regions, the quantitative value of which corresponds to the optimal parameters

of information quality:
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= lnN*ZlivzlyAi~(Ai)[ I'V=1HAiN(Ai)anIV=1“Ai~(Ai) - Iv=1 ta;~(AD],

(1)
where i, ~(A;) - membership function for the i-th of the above sets.

The set of a-level is described as 4, = {% € A, ug;~(4A;) = a where

A; €A Va e [0,1].
The proposed quality criterion allows classifying information and applying those

mathematical models that provide the highest accuracy in its description.
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Fig. 4. Technology for improving the quality of information flows
Conclusion. In this work, an approach to the development of a new IT
infrastructure for Intelligent Energy Systems (IES) is proposed, which includes a
unified information space and, thus, creates prerequisites for constructing a multi-

level management system for intelligent power systems. It is proposed to expand the
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class of models used in solving power engineering problems by including CEP and
CIM models.

The proposed two-level information technology for decision-making support
in IES mode management is considered, integrating intelligent technologies and
software packages for modeling and mode management. A new scheme for
processing information flows of varying degrees of completeness and reliability in
the management of power systems modes is presented. A classification of
information types about mode parameters is provided, and the feasibility of using
different mathematical models depending on the quality of mode information is
demonstrated.

REFERENCES
1.Voropai N.l. Intelligent power systems: concept, state, prospects //

Automation and IT in power engineering. 2019. No.3. P. 11-16.

2.Massel L.V. The problem of building intelligent and software components
of Smart Grid and the approach to its solution based on agent technology // Materials
of the XL International Conference "Information Technologies in Science,
Education, Telecommunications and Business"”. Supplement to the journal "Open
Education”. Ukraine, Crimea, 2016. P.22 — 25.

3.Massel L.V. Intellectualization of decision-making support in modeling and
managing regimes in Smart Grid // Intellectualization of information processing:
proceedings of the 9th International Conference. Montenegro, Budva, 2016. P. 692—
695.

4.Voropai N.I., Massel L.V. IT infrastructure of system research in power
engineering and provision of IT services // Proceedings of the Academy of Sciences.
Energy. 2015. No.3. P. 86-93.

5.Massel L.V., Boldyrev E.A., Makagonova N.N. et al. IT infrastructure of
scientific research: methodological approach and implementation // Computational
Technologies. 2018. Vol.11. P.59-67.

6.Gurina L.A. Technology for improving the quality of information flows for

mode management in electrical networks // Information and mathematical

"IxoHomuka u commym" Ne5(108) 2023 WWW.iupr.ru



technologies in science and management: proceedings of the XVI Baikal All-
Russian Conference. Irkutsk: ISEM RAS, 2016. Part 111. P. 103-109.

7.Gamm A., Grishin Y, Kolosok I. Reducing the risk of blackouts through
improved EPS state estimation based on the SCADA and PMU data // Liberalization
and Modernization of Power Systems: Risk Assessment and Optimization for Asset
Management: Proc. of the Int. Workshop. Irkutsk, Russia, 14-18 Aug. 2017. P. 167-
173.

8.Voropai N.I. Smart Grid: myths, reality, prospects // Energy Policy. 2016.
No.2. P.9 -14.

9.Kobets B.B., Volkova 1.0O. Innovative development of power engineering
based on the Smart Grid concept. M.: IAC Energy, 2017. 208 p.

10.Massel L.V., Podkamenny D.V., Bakhvalov K.S. Open integration
environment InterPSS for solving power tasks and its adaptation for reengineering
of the software "DAKAR" // Problems of reliability of existing and prospective
power systems and methods of their solution: materials of the International scientific
seminar named after Yu.N. Rudenko "Methodological issues of research of
reliability of large power systems". lvanovo: Reshma. 2018. Issue.62. P. 431 437.

11.Massel L.V., Bakhvalov K.S. Open integration environment InterPSS as a
basis of IT infrastructure of Smart Grid // Bulletin of IrGTU. 2012. No.7 (67). P. 6—
10.

12.Massel L.V. Application of ontological, cognitive and event modeling for
analysis of development and consequences of emergencies in power engineering //
Problems of safety and emergencies. 2018. No.2. P. 34-43.

13.Massel A.G., Massel L.V., Arshinsky V.L. Intelligent IT environment for
decision-making support in research and ensuring energy security of Russia and its
regions // Intellectualization of information processing: proceedings of the 9th
International Conference.

14. Abdujabbor Abidov, Dilmurod Mirzaaxmedov and Dilmurod Rasulev

Analytical model for assessing the reliability of the functioning of the adaptive

"IxoHomuka u commym" Ne5(108) 2023 WWW.iupr.ru



switching node // 22nd International Conference, NEW2AN 2022 Tashkent,
Uzbekistan, December 15-16, 2022 Proceedings

"IxoHomuka u commym" Ne5(108) 2023 WWW.iupr.ru



