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EMULATION OF NETWORK ACTIVITY FOR MALWARE
ANALYSIS IN AN ISOLATED ENVIRONMENT
Annotation

As part of the study, the principles of a secure runtime environment and
detection of malicious software in an isolated environment were studied.
Attention was paid to the problem of unavailability of network services when
analyzing malicious software in an isolated environment. As a result of the work,
the existing network activity emulation systems, their advantages and
disadvantages were considered. An algorithm for the functioning of the network
activity emulation technique was developed, and basic modules were created,
including HTTP/HTTPS, DNS, SMTP, FTP, SMB, recording network traffic and
configuring rules. The technical details of the development of a technique for
emulating network activity were presented. Samples of malicious software were
used to demonstrate the capabilities of the system. In general, the development
of a network activity emulation technique for malware analysis in an isolated
environment has improved the efficiency and accuracy of malware analysis in a

controlled security environment.
Keywords: information security, network activity emulation, isolated

environment, virtualization, malicious software.
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Introduction

The issues of analyzing malicious activity are becoming more relevant
due to the inefficiency of signature methods. One of the ways to detect
malicious activity is to track requests to external network services. Thus, in the
process of automatic analysis of malicious code in an isolated environment,
situations often arise when malicious software requires the availability of certain
services on the Internet. However, simply preventing any access to the Internet
i1s in many cases impossible, since malware often requires access to run and
demonstrate its activity. If services are not available, the malware does not
execute code blocks and thus limits the analyzed area of behavior. In order to
make the analysis as complete as possible, it is necessary to emulate inaccessible
services between the isolated environment and the network.

Network activity emulation is an important tool for malware analysis. It
allows you not only to emulate inaccessible services, but also to recreate the
network conditions in which malicious software operates. This is especially
important when analyzing the spread of such types of malware that actively use
the network for their work. Using the network activity emulation technique
allows you to conduct research in a controlled environment and obtain more
accurate and reliable results.

Features of the work of the VPO, which depends on the availability of
network services for the execution of malicious code. One of the key goals of
malware analysis is to identify their functionality, which may be aimed at
damaging the system or a specific organization. However, in some cases, the
execution of malware tasks may depend on the availability of network services.
This section provides an overview of services that may be critical to the
operation of common malware families, and how their unavailability may affect
threat analysis and protection.

The work of malware, which depends on the availability of network

services to execute malicious code, is closely related to the C2 system, since
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these programs can use network services to receive commands from intruders
and transfer data. If the availability of network services for executing malicious
code is limited, this may affect the ability of attackers to manage malware and
receive information from it.
Command and Control

The Management and Control Infrastructure, also known as the C2
system, or Command and Control, is a tool for remote management and control
of malicious software. Through C2, attackers can control hacked computers with
an autonomous VPO, collect information and carry out various types of
computer attacks. Malware is usually installed on the target computer by
exploiting vulnerabilities or social engineering and communicates with the C2
system to receive instructions, download additional malicious data, and transfer
stolen data. Limiting the availability of network services for executing malicious
code can block the ability of attackers to manage malware and receive
information from it, therefore, the work of such malware is closely related to the
C2 system.

The ""Cobalt Strike" malware family

"Cobalt Strike" is a complex for conducting attacks, which allows you to
deliver a payload to the attacked computer and control it. Interaction with the
Cobalt Strike server part takes place by creating hidden channels using DNS,
HTTP, HTTPS protocols to prevent the detection of this network interaction.
The payload can execute the following commands:

- get information about the system (OS, hardware, list of processes,
computer name);

— get information about the network environment;

— execute a shell command.

Download and run the executable file.

To perform these tasks, Cobalt Strike uses a C2 server that provides

communication between the attacker and infected devices. Therefore, a working
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network infrastructure is needed to use Cobalt Strike.
Conclusions

As a result of the research, a technique for emulating network activity was
developed to analyze malicious software in an isolated environment. The main
problem associated with the unavailability of network services when analyzing
malicious software in an isolated environment has been identified and studied.
The existing network activity emulation systems were analyzed, and based on
this, a mathematical formulation of the problem of network activity emulation in
an isolated environment for malware analysis was developed. An algorithm for
the functioning of the network activity emulation technique was also developed,
as well as the main modules were designed, including HTTP/HTTPS, DNS,
SMTP, FTP, SMB, recording network traffic and configuring rules. In the
technological part, the technical details of the development of a technique for
emulating network activity using the Python programming language, which
provides an extensive set of libraries for working with network protocols, were
presented. In addition, the technological aspects of all modules of the emulation
system were considered, their functionality, implementation features and
interaction were described. Samples of malicious software were used to
demonstrate the capabilities of the system. In general, the development of a
technique for emulating network activity in an isolated environment has made it
possible to increase the efficiency and accuracy of malware analysis in an
isolated environment.
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